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of the foreign research advisor for the thesis of doctoral candidate (PhD)
Khompysh Ardabek on the theme «Development study of information protection
algorithm using the non positional number system (scale of notation)» submitted
for the PhD degree of a doctor in the specialty 6D100200 - Information Security
Systems

Telecommunication systems are the basis of modern world information
systems. Data circulating in such systems may contain valuable information.
Therefore, the attacker is trying to steal them, use them illegally or change them.
For this reason, in recent years, information security and information security are
topical issues.

Of the various ways to protect information, cryptographic methods occupy a
special place. New achievements of cryptography allow to solve not only the
classic protection against unauthorized use of data, but also many other issues.
Therefore, one of the urgent problems is the creation of information security tools
that meet modern requirements.

One of the promising areas of data stream encryption is the use of the

mathematical apparatus of extended Galois fields GF(p’). In turn, encryption
systems using finite Galois GF(p") fields have greater capabilities for

implementing various cryptographic functions to ensure the confidentiality and
integrity of information. The use of basic additive and multiplicative operations
(addition modulo, multiplication modulo, exponentiation modulo) and their various
combinations in such systems will increase the level of information security.

However, multiplicative operations associated with exponentiation and its
inverse are among the most difficult to implement and require considerable time to
reduce the execution time of this procedure, it is advisable to use a polynomial
system of classes of deductions. In recent years there has been a trend that is
directly related to the use of the mathematical apparatus of a ring of polynomials in
cryptographic information security systems. This is largely due to the advantages
of non-positional representation and data processing, first of all, the small number
of residues allows to create cryptographic data protection systems that can provide
high encryption speeds with a sufficiently high level of protection against
unauthorized access. ,

During the preparation of the thesis of A. Hompysh, the complex and topical
issues of cryptographic protection of information were considered and the ways of
their solution were investigated.

The dissertation developed a symmetric encryption algorithm based on a
non-positional polynomial number system. It was shown that the plaintext can
be presented in the form of deductions for the modules of the working grounds.

In turn, an increase in the computation speed was achieved due to the

independent encryption of the obtained open text deductions for the working




base modules and the resistance to, various attacks was investigated taking into
account the fact that the composition of the working bases is confidential. A
software implementation of this algorithm was developed.

A new block encryption algorithm was also proposed, a method for
improving the efficiency of selecting and calculating keys, the EM transformation
(raising to a power modulo) and a new method for creating an S-box were
described. In addition, it was shown that the algorithm can achieve higher

performance, based on the features of primitives in the Galois field GF(p v). To
increase the speed of the encryption algorithm, a nonpositional polynomial number
system and an index table of working bases are used. To implement the encryption
algorithm, a program was developed in the C ++ programming language. To study
the statistical security of the proposed algorithm, statistical and evaluation tests of
encrypted texts were conducted. The results obtained were compared with the
results of other algorithms.

The thesis work is a complete scientific research and contains valuable
scientific results, which have been published in the press.

I believe that the thesis of Khompysh Ardabek «Development study of
information protection algorithm using the non positional number system (scale of
notation)» meets the requirements for a doctoral dissertation for the degree of
Doctor of Philosophy (PhD) in the specialty 6D100200 - Information Security
Systems, and has been performed at a high scientific and technical level.
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MAPAKTbIH APFbl XAFBIHA
KAPAHbI3

OT3bIB CM, HA (GBOPOTHOW (Toens

3apy0eKHOr0 Hay4HOIrO KOHCYJIbTAHTa Ha JUCCEPTALMOHHYI0 paboTy AOKTOpaHTa
(PhD) Xommeim Apaabeka Ha TeMy «Pa3paboTka 1 McciIeI0BaHie alrOpuT™Ma
3aIUTHl MHG)OPMALIMH C UCIIOJIB30BAHHAEM HENO3UIIMOHHBIX CUCTEM CUUCIICHHS,
TpeJICTaBIEHHYO Ha coucKanue creneHr PhD pokropa 1o crienuanisHOCTH
6D100200 - CucreMs! HHGOPMAIMOHHON 0€30I1aCHOCTH

TeneKOMMYHUKAIIMOHHBIE CHCTEMBI SIBJISIOTCS OCHOBOW COBPEMEHHBIX
MHUPOBBIX HHGOPMAIMOHHBIX cHcTeM. JlaHHBIE, NUPKYIUPYIOIIHE B TaKUX
CHCTEMaX, MOTYT COAEp)KaTh IeHHYo HHbopManuio. IloaTomMy 3710yMBIIUICHHUAK
IBITaeTCSd MX YKPacTh, HECAHKIMOHWPOBAHHO HCIIONB30BaTh WK M3MeHHThH. Ilo
3TO} NpHYMHE B MOCHEAHKE TOIbI obecriedeHre HHPOPMAIIMOHHON 6€301acHOCTH
¥ 3amyTa HHGOPMALIUH SIBIISIOTCS aKTyaJIbHBIMU IPOOIEMaMH.

V3 pasnuuHbIX CIOCOOOB 3aIUThl HHGOPMALUKM KPUITOrpaduyecKue
MEeTOJIBI 3aHUMAIOT 0cob0e MecTo. HOoBBIe TOCTIDKEHHS KPUIITOrpadUy MO3BOJISIOT
pelaTe He TOJBKO KJIACCHYECKYIO 3aIlUTy OT HECaHKIIMOHWPOBAHHOIO
WCIIONIB30BAHUS JAaHHBIX, HO W MHOTHE Japyrue Bompochkl. [losromy oxHOU u3
aKTyalbHBIX TIpoOJIeM SIBISIETCS CO3JaHHE CpPEJCTB 3allMThl HMH(OpMaILuH,
OTBEYAIOIIMX COBPEMEHHBIM TPeOOBaHHUIM.

OmHMM M3 MEPCIEKTUBHBIX HAaMpaBlIeHWH IMU(POBaHMSA IOTOKA JAHHBIX
SIBJISIETCSI UCTIONB30BaHME MaTEMATUIECKOTO arnapaTa paclIipeHHbIX nojen ['amya

F v
G (p ) B cBoro odepenb, CUCTEMBI HII/I(l)pOBaHI/IH, HCITOJIB3YIOIIUEC KOHCYHBIC

noyiss  ['amya GF(p") obmagaror 0ojiee IIMPOKUMU BO3MOXKHOCTSAMHU 110
peanmM3alMyd  paslMYHBIX  Kpunrorpaduueckux — QyHKOuM ~ obecreyeHus
KOH(QUAEHIMATBHOCTA ¥ LEJOCTHOCTH HHpopMmaiwu. [IpuMeHeHHe B TaKUX
CHCTEeMaX OCHOBHBIX aIJUTHUBHBIX M MYJIbTHIUIMKATHBHBIX ONEpaluil (CI0KEeHHEe
110 MOJYJIIO, YMHOXEHHE 0 MOIYJII0, BO3BEJIEHUE B CTENEHb IO MOAYIIO) ¥ HUX
Pa3sIMYHBIX KOMOMHAIMM [IO3BOJIUT TOBBICUT YPOBEHB 3aIMTHI MH(QOPMALHH.
OnHako, MyJBTUIUIMKATHBHBIE OIEpallVM, CBsS3aHHBIE C BO3BEJCHUEM B
CTENeHb M el oOpaTHBIE OTHOCSATCS K Hambosiee CIIOKHBIM Ul pealu3alud U
TpeOyIOT 3HAUUTENBHBIX BPEMEHHBIX 3aTpaT Ui COKpAaIlleHHs BpPEMEHH

BBITIOJTHEHUS HaHHOﬁ IpoHeayphl uenecoo6pa3Ho HUCITIOJIb30BaTh
NOJIMHOMHAJIBHYIO CHUCTEMY KJIaCCOB BBLIYCTOB. ITocnennue rojbl Ha6ﬂ}0,[[aeTC$I
TCHACHIIU, KOoTopas HaIpsAMYro CBsi3aHa C HCIIOJIb30BaAaHUEM B

KpUIITOrpaduyecKuX CUCTeMax 3alllUThl HHPOPMAIMK MaTEMaTHIECKOro anmnapara
KOJIbIIa TOJIMHOMOB. DTO BO MHOT'OM CBSI3aHO € JOCTOMHCTBAMM HETIO3ULIHOHHOTO
IpeacTaBlieHus U 00pabOTKU JaHHBIX, IPEXKIE BCET0, MAJTOUUCICHHOCTh OCTaTKOB
I103BOJISIET CO3ABATh CHCTEMBI KPUIITOrPahUIECKOH 3aIlUThl JaHHBIX, CIIOCOOHbIE
obecreynBaTh BBICOKHE CKOPOCTH 3allli(poBaHMs IIPH NOCTATOYHO BBICOKOM
ypoBHe obecnedenus 3amuTsl 0T HCJI(HecaHKIMOHUPOBAHHBIM JOCTYII).

B xoge TOATOTOBKH AUCCEPTALMOHHOW paborsl A. XoMmbiml ObLIH
PAcCMOTPEHBI CIIOXHBIE W aKTyalbHbIe BOIPOCH! KPHITOrPA(MYecKOH 3alldThbl
UHGOPMALIK ¥ UCCIIe0BaHbI CIIOCOOBI UX PEIIEHHS.




B nmucceprammm paspabotaH Oblia  aJrOpUTM aCUMMEeTPUYHOTO
K (poBaHUs Ha OCHOBE HEIO3UIIMOHHOM CUCTEMbI CUMCIICHHUSI.

BBT0 MOKa3aHO, YTO OTKPBITHIA TEKCT MOXKET OBITh IIPEACTABICH B BHIE
BBIYETOB II0 MOJYyJsIM pabounx OCHOBaHMN. B CcBOIO -ouepens MOCTHrHYTO
YBEJIMYEHUE CKOPOCTH BBIYMCJIEHHMH 3a CYeT He3aBHCHMOro mu(ppoBaHus
IIOJTy4YEeHHBIX BBIYETOB OTKPBITOTO TEKCTa MO MOIYJISAM pabO4YMX OCHOBAaHHUH H
HCCIIeZIOBaHa YCTOMYMBOCTh K Pa3IM4YHBIM aTakaM C Y4e€TOM TOrO, YTO COCTAaB
pabo4ux OCHOBaHMM SBISETCS KOHMDHICHUMATBHBIM. bhlTa paspabGoTaHa
[IpOTpaMMHasl pealnu3alys 3TOro ajJroOpUTMa.

Taxoke GBI Mpe/IOKeH HOBBIM aITOPUTM GJ0YHOro MU(PPOBAHKS, OMUCAH
METOI TOBBINIEHHS JS(QQOEKTUBHOCTH BbIOOpAa W  BLIYMCIAEHHS  KIIOYEH,
npeobpazosanue EM (Bo3BeneHHE B CTeleHb 110 MOIYJIIO) M HOBBIH METOJ
co3nanusi S-6yoka. Kpome Toro, ObLIO MOKa3aHO, YTO B aIrOPUTME MOYKHO
noctuyb 6osiee BBICOKMX ITOKa3aTeNell, ONUpasch Ha 0COOEHHOCTH PUMHTHBOB B

none Iamya GF(p'). Jlns yBemuueHHs CKOPOCTH AalroOpuTMa IIH(pPOBAHHS

UCIIOJIB3YIOTCS  HENO3UIMOHHAS IIOJMHOMMAJIbHAS CHCTEMA CYUCICHHUS U
MHIEKCHas Tabiuua pabounx oOcHoBaHWM. JIsi peanwsanuu — aaropuTMa
mmdpoBaHus Oblla pa3spaboTaHa MporpamMMma Ha s3bIKe MporpaMMmupoBaHus C++.
J1s McenenoBanus CTaTHCTHYECKOH Ge30MacHOCTH MPeLTOKEeHHOro aIrOpUTMa
ObLIM MPOBENEHB! CTATUCTUYECKHE U OLIEHOYHBIE TECTHI 3aIIM(POBAHHEIX TEKCTOB.
[lomy4eHHbIe pe3yabTaThl CPAaBHUBAIUCE C PE3YJIbTaTaAMHE JPYTHX aJrOPHTMOB.

Huccepranmonnas pabota  sBIsgETCA 3aKOHYEHHBIM Hay4YHBIM
UCCIENIOBAaHUEM M  COIEPXKUT LIEHHBIE HAy4yHbIE pe3yJbTaThl, KOTOPBIE
OIyOJIMKOBAHBI B IIEYATH.

Cuwraro, 4To auccepranuoHHas pabora Xowmmsimn Apaabeka «Pa3paborka
U HUCCIEJJOBAaHWE QJIrOpPUTMa 3alUTHl HHOOpPMALMK C HCIOJIb30BAHUEM
HETIO3UIIMOHHBIX ~ CHCTEM  CUHMCIEHHsS»  YIOBJETBOpSieT  TPeOOBaHHSIM,
NPEeIBSIBISIEMBIM K JOKTOPCKOM JMCCEepTalii Ha COMCKAHUE YYEHOW CTeleHH
nokropa ¢uiocopun (PhD) mno crenmansroctd 6D100200 -  Cucremsr
MH)OPMALMOHHOM  Ge30MacHOCTH, M  BBIIOJHEHA HA BBICOKOM  HAyYHO-
TEXHUYECKOM YPOBHE.

s .
) = A”Marbl\

2

+
<
s
3
=}
3

)

3

3apyOexHbIi

’ -,
AN,
2 \%
To\ %

Z

>

o)

S
VA
ﬂo _:»‘
av - Q”
oo

i;% 2\ HayuHsIif pykoBOIUTEIb:
@6/3:5 §;§ Doctor of Sciences, o
":@*o:;%:eie“ J As. professor. Kocaeli University, Turkey Muslum Arici/ Mycnym Apumxs/
%” 850022400,

23 5 i ok A

21 nexabps 2019 rox

(TAPAKTEIR, APFbl KAFBINA
KAPAHBIZ
CM. HA ORQP(THOW CTNON- -




Pecny6auka Kazaxcman, 2opod Aamamol, dsadyams ocomoe dekabpsi dge mouicsvu
deadyamozo 200a. Tekcm-nepeod dokyMeHma ¢ aH2AUlICk020 A3bIKA HA pycckull s3slK 6bij

8bIN0AHeH nepesoduukom Melip6ek Kypaaail Meiip6ekkbizb,, 18.02.1996 20da podicoeHus,
HHH 960218400219.

[Todnucs

N
i

Pecny6auka Kasaxcmaw, 20pod Aamamsi, dsadyame eocemoe dekabpsi dge muvlcsayu
deadyamozo 2oda. A, Kcynoea Tyaveupa KuHuwnekosna, Homapuyc zopoda Aamamui,
deticmsylowuil Ha ocHosaHuu 2ocydapcmeenHoli auyensuu Ne 0002419 om 24 mapma 2009
200a, évidanHol Komumemom pezucmpayuoHHoii CAYXHCObI U 0KA3aHUS Npa8oeoll nomMowu
Munucmepcmea wocmuyuu Pecnybauku Kasaxcman ceudemenbcmayr) nNoGAUHHOCMb

noonucu nepesodyuka Metip6ex Kypanaaii Meiip6ekkbizbl.  JluuHocme nepegodvuka
ycmarossieHa, 0eecnoco6HOCMb U NOAHOMOYUSI NPOBEPEHbL,

3apezucmpupogaHo 8 peecmpe 3a Ne j 'ﬂ/ {
B3bickaHo 83 meHze

WOt UiSHYLMVE




